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PRIVACY POLICY
IGNEELION DMCC | https://highhelp.io/
Effective Date: June 2025

IGNEELION DMCC (“Company”, “we”, “our”, or “us”), the protection of your personal data is a core responsibility. We handle all personal information in full compliance with applicable data protection legislation, including the General Data Protection Regulation (GDPR), UAE Federal Decree-Law No. 45 of 2021 on the Protection of Personal Data (“UAE PDPL”) and internationally recognised privacy standards for payment infrastructure providers. Where you reside in a jurisdiction with specific privacy requirements, we process your data accordingly.

This Privacy Policy explains how we collect, use, disclose, transfer, store, and otherwise process personal data when you: visit or use our website; interact with our payment processing infrastructure; use our platforms or associated technical services (collectively, the “Services”); or contact us in a business or commercial context.

This Policy applies exclusively to services provided directly by the Company. It does not cover third-party services, merchant environments, acquiring institutions, issuing banks, payment method providers, or other platforms that independently integrate with our Services. Our website at https://highhelp.io/ may contain links to external sites, each governed by their own privacy practices, for which we bear no responsibility.

We may update this Policy periodically. Any revisions will be published on our website and will take effect as of the stated date.

1. Personal Data We Collect
We may collect and process the following categories of personal information:
Contact and Identity Data
Your name, email address, phone number, date of birth, country of residence, postal address, and other identifying details you provide or that we are required to collect for compliance purposes.
Transaction Data
Where you act as a payer, payee, or authorised merchant representative: billing and delivery information, transaction amounts and dates, reference numbers, merchant identifiers, payment instrument metadata, masked card details, and, where required, bank account information.
Compliance and Verification Data
Where required under applicable anti-money laundering (AML) and counter-terrorist financing (CTF) legislation or payment scheme rules: identity verification records, sanctions screening outcomes, politically exposed person (PEP) indicators, fraud and risk signals, publicly available registry data, and, where legally permitted, credit reference or fraud prevention datasets.
Technical and Usage Data
IP addresses, service usage logs, device fingerprinting data, firewall and system logs, session metadata, browser and operating system details, usage activity, behavioural transaction signals, and IP intelligence indicators.
Communication and Operational Data
Records of correspondence, telephone call records, CCTV and access control data where applicable, and personal data disclosed during interactions with us.
Third-Party and External Source Data
Information received from merchants, business partners, service providers, subcontractors, and other authorised or publicly available sources.
Marketing Data
Where permitted by law, identity and contact information obtained from publicly available professional directories or authorised commercial data sources.

We collect personal data through direct interactions, automated technologies, merchants, payment ecosystem participants, and authorised third-party providers.

2. How We Use Your Personal Data
We process personal data only where necessary for legitimate business and operational purposes, including:

1. Service delivery and account management – to provide access to our infrastructure, maintain user and merchant accounts, support transaction execution, and deliver technical assistance.
1. Transaction processing and settlement – to route payment instructions, coordinate with payment ecosystem participants, and facilitate settlement workflows.
1. Regulatory and legal compliance – to meet obligations under AML/CTF laws, sanctions regimes, payment scheme rules, and instructions from competent supervisory authorities.
1. Fraud prevention and platform security – to detect, investigate, and prevent suspicious or unauthorised activity, and to protect the integrity of our platform and its users.
1. Customer communications and service updates – to respond to enquiries, provide support, and send technical alerts, policy notifications, and operational updates.
1. Dispute resolution and contract enforcement – to investigate complaints, resolve disputes, enforce contractual terms, and recover outstanding amounts where necessary.
1. Analytics and service improvement – to monitor performance, analyse usage patterns, improve infrastructure, and develop or enhance our products and services.
1. Marketing communications – where permitted by applicable law, to send newsletters, product updates, and promotional content. You may opt out of such communications at any time.

3. Disclosure of Personal Data
We may share your personal data with selected third parties where necessary for the purposes described in this Policy:

1. Payment ecosystem participants – acquiring institutions, issuing banks, card schemes, payment method providers, and settlement partners, strictly limited to data required for transaction execution.
1. Compliance and verification providers – identity verification, AML monitoring, sanctions screening, and fraud prevention services engaged for regulatory compliance and risk management.
1. Technical and infrastructure providers – providers of hosting, cybersecurity, analytics, communications, and IT maintenance services, all subject to appropriate confidentiality and data protection obligations.
1. Payment scheme operators – where required under the operating rules of relevant payment networks, including international card schemes.
1. Corporate transactions – in connection with mergers, acquisitions, financing, asset transfers, or other corporate restructuring, where personal data may form part of the transferred assets.
1. Legal and regulatory authorities – where we are required by law, court order, or supervisory instruction to disclose data, or where disclosure is necessary to protect our legal rights, prevent fraud, or mitigate harm.

4. Your Rights
Subject to applicable data protection law, you may have the following rights regarding your personal data:

1. Access – the right to request a copy of the personal data we hold about you.
1. Rectification – the right to request correction of inaccurate or incomplete information.
1. Erasure – the right to request deletion of your personal data where applicable grounds exist.
1. Restriction – the right to request that we limit processing in certain circumstances.
1. Objection – the right to object to certain types of processing.
1. Data portability – the right to receive your data in a structured, machine-readable format where legally applicable.
1. Withdrawal of consent – where processing is based on your consent, you may withdraw it at any time without affecting the lawfulness of prior processing.
1. Human review of automated decisions – where decisions are made solely by automated means and produce legal or similarly significant effects.

Please note that these rights may be subject to limitations where processing is required to fulfil legal or regulatory obligations applicable to payment service providers, or where other lawful grounds for processing apply.

5. AML and Sanctions Controls
Where required by applicable law and payment network rules, we process personal data through authorised compliance and screening providers to support anti-financial crime controls. This includes identity verification, sanctions screening, transaction risk assessment, detection of unusual or suspicious activity, and prevention of financial crime.

6. International Data Transfers
Due to the international nature of our Services and supporting infrastructure, your personal data may be transferred to and processed in countries outside the European Economic Area (EEA). Where such transfers occur, we apply appropriate safeguards in accordance with the GDPR, which may include:

1. Transfers to countries subject to an adequacy decision by the European Commission;
1. Use of Standard Contractual Clauses approved by the European Commission; and
1. Implementation of additional technical and organisational measures where required to ensure an adequate level of data protection.

Other legally recognised transfer mechanisms may also be applied where appropriate under applicable law.

7. Data Protection and Security
We implement appropriate technical and organisational measures to safeguard personal data against unauthorised access, accidental loss, unlawful disclosure, alteration, or destruction. These measures include encrypted communications, network security controls (including firewalls), access restriction mechanisms, system monitoring tools, and internal confidentiality obligations.

Where required by law, we will notify relevant supervisory authorities and affected individuals in the event of a personal data breach.

While we take all reasonable steps to protect your data, no method of internet transmission or digital storage can be guaranteed as entirely secure. If you have concerns about the security of your interaction with us, please contact us without delay.

8. Data Retention
We retain personal data only for as long as necessary for the purposes for which it was collected, including the provision of Services, compliance with legal and regulatory obligations, dispute resolution, accounting requirements, and enforcement of contractual rights.

Retention periods are determined by factors including transaction history, AML and regulatory requirements, statutory limitation periods, and operational needs. Where appropriate, data may be anonymised for analytical or statistical purposes.

Following the cessation of your use of our Services, we may retain certain personal data for a period of up to seven (7) years in order to fulfil our ongoing legal and regulatory obligations.

9. Cookies
We use cookies to recognise you as a returning user and to distinguish you from other users of our platform. This allows us to provide a consistent user experience and to analyse and improve the performance and functionality of our Services. For more information on how we use cookies, please refer to our Cookie Policy available on our website.

10. Contact Us
If you have any questions about this Privacy Policy, wish to exercise your data protection rights, or have a concern regarding the processing of your personal data, please contact us through the details provided on our website:

https://highhelp.io/

This Privacy Policy was last updated in June 2025. Company reserves the right to amend this Policy at any time. The latest version will always be available at https://highhelp.io/
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